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Indledning

Denne opgave gar ud pa at anvende programmet Wireshark til at analysere trafik over
netveerk, med specielt henblik pa HTTP-protokollen. Fgrste del er en tutorial i brug af
programmet; anden del er en grundigere undersggelse af

Ethereal INTRO

1: Opsnappede protokoller

Fglgende protokoller blev opsnappet ved test-sniffningen:
e AIM: AOL Instant Messenger

e ARP: Address Resolution Protocol

e BROWSER: Microsoft Windows Browser Protocol
e DHCP: Dynamic Host Configuration Protocol

e DNS: Domain Name Service

e HTTP: Hyper Text Transport Protocol

e [P RIP: 777

e MDNS: 77?7

e MSNMS: MSN Messenger Service

e NBNS: NetBIOS Name Service

e STP: Spanning Tree Protocol

e TCP: Transmission Control Protocol

2: HTTP Delay

Folgende starttider blev malt ved kontakt til www.diku.dk, som blev brugt i stedet
for den i opgaven angivne adresse, der ikke laengere er tilgeengelig (skeermdumps og
pakkeindhold kan ses laengere nede):

e HTTP request sendt til tiden: 7.887333.
e HTTP OK modtaget til tiden: 7.913923.
e Latency: 0,026593

3: IP-adresser

Den i opgaven angivne fil var ikke tilgeengelig, sa vi har kontaktet www.diku.dk i stedet.
IP-adresserne aflaeses i linien begyndende med ”Internet Protocol”.

o [P-adresse for www.diku.dk: 130.225.96.108.
e Lokal IP-adresse: 192.168.15.158.



4: Packet prints og skaermdumps

e Packet HTTP GET:

No. Time Source Destination Protocol Info
28 7.887333 192.168.15.158 130.225.96.108 HTTP GET / HTTP/1.1
Frame 28 (308 bytes on wire, 308 bytes captured)
Ethernet II, Src: AppleCom_2a:ea:ae (00:11:24:2a:ea:ae), Dst: 3com_84:e4:4c (00:01:02:84:ed:4c)
Internet Protocol, Src: 192.168.15.158 (192.168.15.158), Dst: 130.225.96.108 (130.225.96.108)
Transmission Control Protocol, Src Port: 54762 (54762), Dst Port: http (80), Seq: 1, Ack: 1, Len: 242
Hypertext Transfer Protocol
GET / HTTP/1.1\r\n
Request Method: GET
Request URI: /
Request Version: HTTP/1.1
Accept: */#\r\n
Accept-Language: da-dk\r\n
Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/5.0 (Macintosh; U; PPC Mac 0S X; da-dk) AppleWebKit/419.3 (KHTML, lik
e Gecko) Safari/419.3\r\n
Connection: keep-alive\r\n
Host: www.diku.dk\r\n
\r\n

.
806 X (Untitled) - Wireshark
File Edit View Go Capture Analyze Statistics Help
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Destination
2 33 192 1 130, 225, 96, 108 HTTP GET / HTTP/1.1
33 7913923 192,168, 15.158 HTTP HTTP/1.1 200 OK (text/html)

Frane 28 (388 bytes on wire, 308 bytes captured)
Ethernet T1, Src: AppleCom 2aiea:ae (00:11:24:2a:ea:ae), Dst: 3com B4:ed:de (00:01:02: B4:ed:dc)
Internet Protocol, Src: 192.168.15,158 (192.168.15,158), Dst: 130,225, 96.108 (130.225.96.168)
Transmission Control Protocol, Src Port: 54762 (54762), Dst Port: http (88), Seq: 1, Ack: 1, Len: 242
Hypertext Transfer Protocol
~ GET / HTTR/L.1\rin
Request Method: GET
Request URT: /
Request Version: HTTP/1.1
Accept: */*\rin
Accept-Language: da-dk\rin
Accept-Encoding: gzip, deflate\rin
User-Agent: Mozilla/5.@ (Hacintosh: U; PPC Mac 05 X: da-ck) AppledebKit/419.3 (KWL, like Gecko] Safari/419.3\rin
Connection: keep-alive\rin
Host: wew. diku. dk,rin
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6620 3139 2e 33 20 28 4b 48 54 4d dc 2 20 B 69 6b 19.3 (KH THL, Lik
06F0 65 20 47 65 63 6b 6f 20 20 53 61 66 61 72 69 2f e Gecko) Safari/
0100 34 31 39 2e 33 0d 0a 43 6f Ge 6e 65 63 74 69 6f  419.3..C omnectio
0110 6e 3a 20 Gb 65 65 70 2d 61 6c 69 76 65 Od 0a 48  n: keep- alive..H
0120 6F 73 74 3a 20 77 77 77 2e 64 69 6b 75 2e 64 6b  osti www . diku.dk
6130 0d Ba -

roto Init (), 2 bytes ;|P 272D: 73 M: 0 Drops: 0
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e Packet HTTP OK

No. Time Source Destination Protocol Info
33 7.913923 130.225.96.108 192.168.15.158 HTTP HTTP/1.1 200 OK
(text/html)

Frame 33 (325 bytes on wire, 325 bytes captured)

Ethernet II, Src: 3com_84:e4:4c (00:01:02:84:e4:4c), Dst: AppleCom_2a:ea:ae (00:11:24:2a:

ea:ae)

Internet Protocol, Src: 130.225.96.108 (130.225.96.108), Dst: 192.168.15.158 (192.168.15.

158)

Transmission Control Protocol, Src Port: http (80), Dst Port: 54762 (54762), Seq: 2897, A

ck: 243, Len: 259

[Reassembled TCP Segments (3155 bytes): #30(1448), #31(1448), #33(259)]

Hypertext Transfer Protocol
HTTP/1.1 200 OK\r\n
Request Version: HTTP/1.1
Response Code: 200
Date: Tue, 11 Sep 2007 13:49:18 GMT\r\n
Server: Apache/1.3.27\r\n
Content-Location: index.html.da\r\n
Vary: negotiate,accept-language\r\n
TCN: choice\r\n
Last-Modified: Mon, 15 May 2006 09:22:43 GMT\r\n
Accept-Ranges: bytes\r\n
Content-Type: text/html;charset=utf-8\r\n
Content-Language: da\r\n
Content-Length: 2846
\r\n
Line-based text data: text/html

‘006 N/ (Untitled) - Wireshark
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Destination Protocol.| Info

33 7.91395 130. 225. 96. 108 192. 168. 15. 158 HTTP/1.1 200 OK (text/html
35 7.941795 192,168, 15. 158 130. 225,96, 108 HTTP GET /diku.css HTTP/1.1

Frame 33 (325 bytes on wire, 325 bytes captured)
Ethernet II, Src: 3com 84:ed:4c (00:01:02:84:ed:4c), Dst: AppleCom 2a:eaae (00:11:24:2a:ea:ae)
Internet Protocol, Src: 130,225.96.108 (130.225.96.108), Dst: 192.168.15.158 (192.168.15.158)
Transmission Control Protocol, Src Port: http (80), Dst Port: 54762 (54762), Seq: 2897, Ack: M3, Len: 259
[Reassembled TCP Segments (3155 bytes): #30(1448), #31(1448), #33(259)]
Hypertext Transfer Protocol
¥ HTTP/1.1 208 OK\rin
Request Version: HTTP/1.1
Response Code: 200

Date: Tue, 11 Sep 2007 13:49:18 GHT\r\n

Server: Apache/1.3.27\r\n

Content-Location: index.html.da\rin

Vary: negotiate,accept-language\rin

TCN: choice\ryn

Last-Modified: Mon, 15 May 2006 89:22:43 GMT\ri\n

Accept-Ranges: bytes\rin

Content-Type: text/html:charset=utf-8\rin

Content-Language: da\rin

Content-Length: 2846

Arn
b Line-based text data: text/html

{vwvww

0000 00 11 M 7a ea ae 00 01 02 B4 ed 4c 0B 00 45 00
0010 01 37 c4 99 40 00 3d 06 c4 93 82 el 60 6c cO a8
0020 Of 9e 00 50 d5 ea 47 36 7a 1b bS &4 2b 3 80 18
0030 06 b4 27 a2 00 00 01 01 OB Oa 07 e6 aa 64 3c 31
0040 de 82 20 20 54 65 6c 65 66 61 78 3a 20 33 35 20

Frame (325 bytes) [ Reassembled TCP (3155 bytes)

me “fvar/tmp/etherwsIF2IHBST" 175 KB 00:00:14 é‘P 272D:73M:0Drops: 0



Ethereal Lab: HTTP

1. The Basic HTTP GET /response interaction
Vi starter med packet dumps af vores HIT'TP GET- og HTTP OK-pakker.

HTTP GET:
No. Time Source Destination Protocol Info
40 9.030222 192.168.15.158 128.119.245.12 HTTP GET /ethereal-la

bs/HTTP-ethereal-filel.html HTTP/1.1
Frame 40 (352 bytes on wire, 352 bytes captured)
Ethernet II, Src: AppleCom_2a:ea:ae (00:11:24:2a:ea:ae), Dst: 3com_84:e4:4c (00:01:02:84:e4:4c)
Internet Protocol, Src: 192.168.15.158 (192.168.15.158), Dst: 128.119.245.12 (128.119.245.12)
Transmission Control Protocol, Src Port: 54939 (54939), Dst Port: http (80), Seq: 1, Ack: 1, Len: 286
Hypertext Transfer Protocol
GET /ethereal-labs/HTTP-ethereal-filel.html HTTP/1.1\r\n
Request Method: GET
Request URI: /ethereal-labs/HTTP-ethereal-filel.html
Request Version: HTTP/1.1
Accept: */*\r\n
Accept-Language: da-dk\r\n
Accept-Encoding: gzip, deflate\r\n
User-Agent: Mozilla/5.0 (Macintosh; U; PPC Mac 0S X; da-dk) AppleWebKit/419.3 (KHTML, lik
e Gecko) Safari/419.3\r\n
Connection: keep-alive\r\n
Host: gaia.cs.umass.edu\r\n

\r\n
HTTP OK:
No. Time Source Destination Protocol Info
42 9.141306 128.119.245.12 192.168.15.158 HTTP HTTP/1.1 200 OK
(text/html)

Frame 42 (499 bytes on wire, 499 bytes captured)
Ethernet II, Src: 3com_84:e4:4c (00:01:02:84:e4:4c), Dst: AppleCom_2a:ea:ae (00:11:24:2a:ea:ae)
Internet Protocol, Src: 128.119.245.12 (128.119.245.12), Dst: 192.168.15.158 (192.168.15.158)
Transmission Control Protocol, Src Port: http (80), Dst Port: 54939 (54939), Seq: 1, Ack: 287, Len: 433
Hypertext Transfer Protocol
HTTP/1.1 200 OK\r\n
Request Version: HTTP/1.1
Response Code: 200
Date: Tue, 11 Sep 2007 13:00:13 GMT\r\n
Server: Apache/2.0.52 (Cent0S)\r\n
Last-Modified: Tue, 11 Sep 2007 13:00:02 GMT\r\n
ETag: "126453-7e-aee97880"\r\n
Accept-Ranges: bytes\r\n
Content-Length: 126
Keep-Alive: timeout=10, max=100\r\n
Connection: Keep-Alive\r\n
Content-Type: text/html; charset=IS0-8859-1\r\n
\r\n
Line-based text data: text/html



Q1:

Q2:

Q3:

Q4:
Q5:

Q6:

QT:

Request:

Af fplgende linie i vore HTTP GET ses det, at vores browser kgrer HT'TP 1.1:
GET /ethereal-labs/HTTP-ethereal-filel.html HTTP/1.1

Response:

Af fglgende linie i vore HT'TP reply ses det, at vores browser kgrer HT'TP 1.1:
HTTP/1.1 200 OK (text/html)

Folgende linie i vores HT' TP GET-pakke siger, at browseren foretrackker siden pa
dansk: Accept-Language: da-dk

Fglgende linie i vores HTTP-GET-pakke fortaeller, at vores egen IP-adresse (Src:)
er 192.168.15.158, og at modtagerens IP-adresse (Dst:) er 128.119.245.12.
Internet Protocol, Src: 192.168.15.158 (192.168.15.158),

Dst: 128.119.245.12 (128.119.245.12)

Serveren returnerer HTTP/1.1 200 OK.

Serveren forteeller os i en HTTP-header:
Last-Modified: Tue, 11 Sep 2007 13:00:02 GMT.

Der returneres 126 bytes til os, som vi kan se fra folgende headers:

Accept-Ranges: bytes
Content-Length: 126

Vi kunne ikke umiddelbart finde flere headers, der ikke blev listet i Wireshark.

2. The HTTP CONDITIONAL GET /response interaction

Q8:
Q9:

Q10:
Q11:

Nej, denne header findes ikke i den fgrste HI'TP GET-pakke.

Serveren har returneret indholdet af filen; det befinder sig i Wireshark nederst i
pakken, under "Line based text data: text/html”.

Ja, headeren ” IF-MODIFIED-SINCE:” er sat til "Tue, 11 Sep 2007 14:05:02 GMT”

Vi far HTTP/1.1 304 Not modified retur. Serveren svarer altsa, at indholdet ikke
har sendret sig siden sidst og returnerer derfor ikke noget indhold.

3. Retrieving Long Documents

Screendump af relevante billeder fra Wireshark findes efter spgrgsmalene.

Q12:
Q13:

Q14:

Browseren sender kun én HTTP GET-request.

I Wireshark kan vi se, at der under TCP-laget er listet:

[Reassembled TCP Segments (4810 bytes): #10(310), #12(1448),... 1.
Altsa har TCP automatisk delt filen op i 5 segmenter (pakker), der er blevet sendt
hver for sig. HTTP-protokollen far ikke besked om dette.

Serveren returnerer HTTP/1.1 200 OK efter endt overfgrsel af alle 5 pakker.



Q15: Som der ogsa star i opgaveteksten: ” We stress here that there is no ” Continuation”
message in HTTP!” Altsa er HTTP ikke klar over, hvorvidt data bliver sendt i

brudstykker eller ej.

r
8ee X HTTP sniff opg 3 - Wireshark
File Edit Wiew Go Capture Analyze Statistics Help

SEse s PR RE Re*2938 s AQaD P @ X

"
mgwlter ||http v | op Expression... ‘@ﬁyd‘ + Anvend
‘ Mao. |T\rne ‘ Source ‘ Destination ‘Pmtoco\.‘ Info | =
8 1.5086801 192,168, 15. 158 128.119. 45.12 HTTP GET /ethereal-labs/HTTP-ethereal-file3, himl HTTP/1.1
17 1.727058 128.119. 445.12 192. 58 TCP Retransmission] HTTP/1.1 200 OK (text/html
19 1.750132 192.168.15.158 128.119. 45.12 HTTP GET /favicon.ico HTTP/1.1

21 1.863574 128,119, 245,12 192,168, 15,158 HTTP HTTR/1.1 484 Mot Found (text/html)

[ [

Frame 17 (1514 bytes on wire, 1514 bytes captured)
Ethernet IT, Src: 3com B4:ed:4c (06:01:02:84:ed:4c), Dst: AppleCon_2a:ea:ze (00:11:24:2a:ea: ae)
Internet Protocol, Src: 128.119.245.12 (128.119.245.12), Dst: 192.168.15.158 (192.168.15.158)
Transmission Control Protocol, Src Port: http (80), Dst Port: 55181 (55181), Seq: 3207, Ack: 287, Len: 1448
[Reassembled TCP Segments (4810 bytes): #10(310), #12(1448), #13(1448), #17(1448), #15(156)]
Hypertext Transfer Protocol
= HTTP/1.1 200 OK\r\n
Request Version: HTTR/1.1
Response Code: 200
Date: Tue, 11 Sep 2007 14:14:28 GMT%r\n
Server: Apache/2.0.52 (Cent0S)\rin
Last-Modified: Tue, 11 Sep 2007 14:14:01 GMT\ri\n
ETag: "126455-1194-b77f3c40"\r\n
Accept-Ranges: bytes\rin
Content-Length: 4500
Keep-Alive: timeout=10, max=100%r\n
Connection: Keep-Alive\r\n
Content-Type: text/html; charset=IS0-8859-1\r\n
wrin
= Line-based text data: text/html
<html><head> \n
i1 astistarical Nacuments: THE RTI NF RTGHTS: /4441 anedhazrti n
0000 00 11 24 2Za ea ae 00 01 02 84 e} 4c 0B 00 45 6O
0010 @5 dc c4 f5 40 00 2f 06 3a fc 80 77 5 Oc <@ ad

0020 @f 9e 08 50 d7 8d 52 32 25 54 d9 a4 7d al 80 18 .
0830 @6 b4 1 12 00 00 01 01 0B Oa 8e 22 dc 90 3¢ 32 ........ ... "e2

{vvwv~v~

<
040 19 e8 20 62 65 Oa 74 61 Bb 65 Ge 20 66 6f 72 20 .. be.ta ken for ﬂ
Frame (1514 bytes) [ Reassembled TCP (4810 bytes)

]ﬂe "/Users/anders/Desktop/Opgave 1/HTTP sniff opg 3" 9501 Bytes 00:00:03 | P-290:4M:0 i

4. HTML Documents with Embedded Objects

Screendump af relevante billeder fra Wireshark findes efter spgrgsmalene.

Q16: Browseren sender 3 GET-requests: en til 128.119.145.12 (HTML-filen), en til
165.193.123.218 (forste billede) og en til 128.119.240.90 (andet billede).

Q17: Download af billederne foregar parallelt: to forskellige GETs sendes pa samme tid,
uden at vente pa, at den forste far response tilbage fra serveren (se evt. screenshot).
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X\ HTTP sniff opg 4 - Wireshark
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192, .15, 128.119. M0,
165.193.123. 218 192.168.15.158

Mao. |T\rne ‘Source ‘ Destination ‘Proto:o\. Info | =
7 ©.702869 192.168.15.158 128.119. 45.12 GET /ethereal-labs/HTTP-ethereal-filed. html HTTP/1.1
12 ©.822004 128.119. 245.12 192.168.15.158 HTTP HTTP/1.1 200 OK (text/html)
14 0.861078 192.168.15.158 128.119. 45.12 HTTP GET /favicon. ico HTTP/1.1
16 1.019314 128.119. 45.12 192.168. 15. 158 HTTP HTTR/1.1 484 Not Found (text/html)
1 alog/ images/pearson-logo-footer. gif HTTP/1. 1

HTTP  GET /~kurese/cover, jpg HTTP/L 1
HTTP HTTP/1.1 200 0K (GIFBY9)

Frame 21 (473 bytes on wire, 473 bytes captured)

{vvww

Hypertext Transfer Protocol
= GET /catalog/images/pearson-logo-footer, gif HTTP/1.1\rin
Request Method: GET
Request URI: /catalog/images/pearson-logo-footer, gif
Request Version: HTTP/L.1
Accept: ®/*\rin
Accept-Language: da-dkirin
Accept-Encoding: gzip, deflate\r\n
Cookie: machine-id=192,35,109, 166%3A1179761950566N r\n

Connection: keep-alive\rin
Host: wat, aw-be. comyrin
\rin

Ethernet II, Src: AppleCom_2a:ea:ae (00:11:24:2a:eaiae), Dst: 3com Bh:ed:dc (00:01:02:84:ed:dc)
Internet Protocol, Src: 192.168.15.158 (192.168.15.158), Dst: 165.193.123.218 (165.193.123.218)
Transmission Control Protocol, Src Port: 55268 (55268), Ost Port: http (80), Seq: 1, Ack: 1, Len: 467

Referer: http://gaia. cs.umass.edu/ethereal-labs/HTTP-ethereal -filed. himl\rin
User-Agent: Mozillass5.0 (Macintosh; U; PPC Mac 05 X; da-dk) AppleWebKit/419.3 (KHTML, like Gecko) Safari/419.3\r\n

[0000 00 01 02 8% ef 4c 00 11 24 2a ea ae 08 00 45 00
0018 @1 cb ab 9d 40 00 40 O 9b ad c@ a8 Of 9e a5 cl
0020 7b da d7f e4 00 50 78 32 b2 1f 90 42 2d 96 B8O 1B
0038 ff ff Ge 63 00 00 01 ©1 OB Oa 3c 32 25 57 Of cd
0048 B0 be 47 45 54 20 2f B3 ©1 74 61 6c &f &7 2f 69

¢ atalog/i

0050 &d 61 67 65 73 2f 70 65 61 72 73 6f Ge 2d 6c 6f  mages/pe arson-lo
0060 &7 6f 2d 66 6f 6f 74 65 72 2e 67 69 66 20 48 54  go-foote r.gif HT -

\F\IE "/Users/anders/Desktop/Opgave 1/HTTP sniff opg 4" 124 KB 00:00:04 | P:174D: B M: 0

2.5 HTTP Authentication

RN

Vi bruger i denne opgave de udleverede traces fra hjemmesiden. Screendump af relevante
billeder fra Wireshark findes efter spgrgsmalene.

Q18: Serveren returnerer: HTTP/1.1 401 Authorization Required.

Q19: Feltet ” Authorization: Basic” er nu tilstede i den anden GET-request til serveren.
I denne header er inkluderet vores brugernavn og password, krypteret med Base64-
formatet (som er seerdeles let at bryde!).



'8 06 X/ HTTP sniff opg 5 - Wireshark
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Destination Protocol.| Info =
9 2,538231  128.119. 245,12 192,168, 1,102 HTTP HTTP/1. 1 481 Authorization Required {text/html)
16793 192.168.1. 102 1. 12 HTTP GET /ethereal-labs/protected pages/lab2-5 html HTTP/1. 1
41671 128.119. 45.12 192.168. 1,162 HTTP HTTP/1.1 268 OK {text/html)

b Frame 65 (622 bytes on wire, 622 bytes captured)
b Ethernet IT, Src: DellComp 4:36:23 (00:08:74:4:36:23), Dst: LinksysG_da:af:73 (00:06:25: da:af:73)
b Internet Protocol, Src: 192, 168.1.102 (192,168.1.102), Dst: 128 119, 245,12 (128,119, 245,12)
3
< Hypertext Transfer Protocol
¥ GET /ethereal-labs/protected_pages/lab2-5.html HTTR/1.1\r\n
Request Method: GET
Request URI: /ethereal-labs/protected pages/lab2-5. html
Request Version: HTTP/L.1
Host: gaia.cs.umass. eduyrin
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.0.2) Gecko/20021120 Netscape/7.01\r\n
Accept: text/xnml,application/xml,application/xhtmloxml  text/html ;q=0. 9, text/plain;q=0.8,video/x-mng, inage/png, image/ipeq, inage/gif q=0. 2, text/css , */+;g=0. 1y r\n
Accept-Language: en-us, en;g=0.50\r\n
Accept-Encoding: gzip, deflate, compressig=8,9ir\n
Accept-Charset: I50-8859-1, utf-8;g=0.66, *;q=0.66\r\n
Keep-Alive: 300\r\n
Connection: keep-alive\r\n
Authorization: Basic Z¥RolXN@dWRLbnRzOmSldHdvemtzirin
Credentials: eth-students:networks
Arin

4

0006 60 06 25 da af 73 00 08 74 4f 36 23 0B 00 45 00
0010 02 60 03 28 40 00 BO 06 00 00 cO a8 01 66 BO 77
0020 f5 Oc 10 f6 00 50 fe 76 10 ea 92 c4 dl 4e 50 18 . .
0030 fa f0 39 e5 00 00 47 45 54 20 2f 65 74 68 65 72 . ..GE T /ether
00 65 61 6c 2d 6 61 62 73 2f 70 72 6f 74 65 63 74  eal-labs /protect
0050 65 64 5f 70 61 67 65 73 2f 6c 61 62 32 2d 35 28 ed_pages /lab2-5.

0060 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 6d Da 48 html HTT P/1.1..H ;I
File: "JUsers/anders/De sktop/Opgave 1/HTTP sniff opg 5" 12 KB 00-00-21 I EEEEY Z
Konklusion

Vi har i denne opgave set, hvordan Wireshark kan bruges som packet sniffer til at op-
snappe og afkode ukrypterede pakker pa netveaerk, analysere dem og monitorere brugeres
adfeerd pa nettet. Vi har ligeledes faet et indblik i, hvordan HTTP-protokollen kommu-
nikerer med en host.



